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Abstract

Cyberattacks are escalating across the agrifood sector, one of 16 critical national infrastructures
designated by the U.S. Department of Homeland Security. Based on a workshop series involving
more than 150 stakeholders, this paper proposes the implementation of a consortium led by regional
land-grant universities with expertise in Al and cybersecurity, outlining a roadmap for comprehensive
response to current/emerging agrifood cyber risks. This includes redoubling efforts in ag-
cybersecurity research, education, and workforce development; creation of agrifood security
testbeds; cyber threat mitigation activities including Al-driven tools for anomaly detection, intrusion
response, secure equipment assembly, etc.; establishing an Agriculture Security Operations Center;
and collaboration with non-university stakeholders.

[MAIN]

Cyberattacks in the U.S. were reported to cause approximately $50.5 billion in losses between 2020
and 2024". In recent years, the agriculture/food (“agrifood”) sector in the U.S. has been targeted by
at least 30 major cyber-incidents, leading to significant financial losses?, and apparently many
attacks against small stakeholders, often unreported®=°. The agrifood and affiliated sectors, which
account for over 5% of U.S. GDP and over 10% of U.S. employment, includes an estimated 1.9
million farms, 700,000 restaurants, 220,000 registered produce storage, food manufacturing, and
processing facilities, as well as supply-chain logistics®. The agrifood sector has recently undergone
transformative changes, partly propelled by the adoption of innovative digital/cyber technologies
enabling increases in production, nutritional quality, disease resistance, safety, flavor, and reducing
impacts on and vulnerabilities to climate change’ 2. The diversity in size and type of agricultural
producers, the level and types of digital technologies employed, and the low level of resources and
cybersecurity knowledge across agrifood create a complex array of cybersecurity vulnerabilities and
challenges for agrifood?'3-17.

Here, we report a consensus perspective from three regionally coordinated U.S. workshops and
follow-up sessions held in 2023-2024 focused on agrifood cybersecurity. Stakeholders came from
farms, ag industry, government, academia, and NGOs to assess agrifood cybersecurity challenges
and develop a comprehensive plan for safeguarding the U.S. agrifood sector against current and
future cyber threats. Presentations were made by workshop participants, the FBI, and the Food and
Agriculture-Information Sharing and Analysis Center (Food & Ag ISAC), an industry consortium
providing cybersecurity resources. Breakout sessions discussed research, education and workforce
challenges and opportunities, along with unique regional needs. Data from plenary discussions and
breakout sessions were synthesized using an iterative thematic analysis approach. Workshop
outputs were organized around predefined topical areas, with additional themes identified inductively
across stakeholder groups and regions.

The workshop series outcomes are described in this paper. Several key cybersecurity issues
affecting agrifood systems were identified (Section 2), and the current state of agrifood resilience
was assessed (Section 3). The workshops resulted in an action plan for dramatically improving
agrifood cybersecurity resilience, led by a multi-regional hub and spoke model consortium of land-
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grant universities (Section 4). While the workshop series is centered on the U.S., many of the issues
and approaches described here are relevant to other countries with agrifood sectors leveraging
digital technologies.

THREATS, VULNERABILITIES, AND CHALLENGES OF AGRIFOOD CYBERSECURITY

The agrifood sector is marked by its immense diversity, encompassing a wide array of products
alongside highly varied production, processing, and distribution needs. Stakeholders range from
small-scale farmers and cooperatives to corporate agribusinesses, food processing plants, irrigation
districts, and others, many of whom operate with limited technical sophistication and resources. The
industry comprises numerous sub-sectors with differing levels of automation, including plant and
animal breeding, agronomy, horticulture, livestock and poultry production, aquaculture, and supply
chain processes including production, processing, storage, transportation, and logistics. Numerous
third-party actors are also involved, including equipment distributors, crop consultants, animal
immunologists, etc., who act as intermediaries between manufacturers and producers. Agrifood
technology is quite heterogeneous, with a strong intermix of IT, Operational Technology (OT),
CyberPhysical Systems (CPS) and Machine Learning (ML)~ Regional diversity presents
additional challenges, e.g., automated precision agriculture equipment for row crops in the Midwest
typically have different control systems than irrigation systems for fruit trees in the Northwest or leafy
greens in the Southwest. Cyber vulnerabilities are compounded by the absence of physical security
for components like soil sensors, animal wearables, irrigation systems, and exposed routers and
edge devices'”'8. Moreover, the sector faces a critical shortfall in cybersecurity support
infrastructure®, marked by a lack of robust policy frameworks, enforceable compliance standards,
;nd public awareness, and by a workforce ill-equipped in agriculture-specific cybersecurity skills®1%-

Cyberattacks on agrifood might leverage security weaknesses across hardware, networking,
software, and advanced machine learning (ML) algorithms'”?2-24 and also weaknesses in the
cybersecurity culture' 7. Successful attacks can lead to substantial financial loss, supply chain
disruptions, and public health challenges due to: reduced productivity, loss and/or disease in crops
and livestock; food safety hazards; equipment malfunction or damage; data corruption or theft;
compromised decision support; and/or ransomware disruptions. The following illustrates cyber
vulnerabilities across agrifood.

Opportunistic Attacks: These exploit easily accessible vulnerabilities—e.g., unpatched systems,
weak credentials, or phishing-prone users—without prior targeting of specific organizations'”. Such
attacks are the typical entry point for malicious actors to exploit additional vulnerabilities described
below. Small-/medium-sized agrifood operations are especially vulnerable because of low levels of
cybersecurity awareness and education, poor cybersecurity hygiene, and operating at thin
margins>20:21,

Plant Ag: Infield sensors measuring soil and plant nitrogen and moisture levels, and pest pressure
levels, enable the application of the right amounts of fertilizer, water, herbicides, or pesticides. If
sensor data is corrupted, decision support systems can misguide farmers'’?22%_ Furthermore,
sensors not physically protected may be vulnerable to tampering, potentially creating a pathway for
attacks on connected critical system components.'®

Row Crop Ag: Row crop farming tasks require completion within specific time windows, and most of
the large equipment used for planting, spraying, and harvesting relies on GPS real-time kinematics
for guidance. Disrupted communication channels between this equipment and satellites, cellular
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data, or Bluetooth can lead to widespread crop loss'”25. At a smaller scale, a mobile GPS spoofing
attack might impact multiple farms across a flat terrain.

Animal Ag: Sensors in livestock barns enable control of heating and ventilation, feed and water
supply, and animal health monitoring. Cyberattacks might corrupt sensor data or control systems,
leading to decreased productivity, or animal harm or loss 25,

ML in Ag: Machine learning models for forecasting, prediction, and control are used widely in
precision agriculture. Tampering of sensing devices, or the ML algorithms and their data pipelines,
could result in substantial disruptions in the amounts of inputs (e.g., water, fertilizer), or to subtle
alterations causing suboptimal agricultural performance that farmers might attribute to other
factors”18.

Food Processing: In recent years, ransomware attacks have disabled numerous regional and
national food processors for multiple days, leading to significant food loss and supply chain
disruption?'#1%_In general these attacks disrupt IT systems, which leads to shutting down the OT
systems and halting production.

Insider Threats: Insider threats'?® can originate from farm workers, employees, or contractors

through intentional misuse of access to equipment, data, or services. Insider threats could also
be unintentional, e.g., if installation of a new component disrupts the farm intranet and creates
firewall gaps.

Ag Infrastructure: Agriculture relies on a range of geographically distributed infrastructure,
including weather stations and agricultural mesonets, and reservoirs and irrigation canals, mostly
networked to the cloud, connected to power grids, and operated by diverse regional and federal
managers. Malicious attacks on any component could significantly impact operations across the
entire network??”.

Public Opinion: Carefully staged disinformation campaigns could dramatically impact the food
supply chain?®. For example, a rumor alleging that beef cattle in the Midwest have contracted mad
cow disease might be fabricated from stolen data about herd demographics, and take weeks for the
government to discount. Demand for beef might collapse, impacting the downstream beef market,
leading to wasted beef and straining alternative food source supply chains?®.

AGRIFOOD CYBER RESILIENCE LANDSCAPE IN THE U.S.

This section describes U.S. government and industry initiatives around cybersecurity, overviews a
basic framework for cybersecurity resilience, and explores weaknesses in current agrifood
cybersecurity preparedness.

The U.S. government contributes towards cybersecurity resilience primarily through the Department
of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA), which leads cross-
sector risk management, incident response coordination, threat information sharing, and
implementation of the National Cybersecurity Strategy. The National Institute of Standards and
Technology (NIST) has developed widely adopted frameworks and guidelines, e.g., the NIST
Cybersecurity Framework 2.0 (CSF)?°, and supports numerous cybersecurity-targeted databases,
e.g., the National Vulnerability Database. The FBI tracks and disseminates information about cyber
attacks and malicious actors. Some U.S. states also foster cybersecurity resilience. Several U.S.
agencies have a history of supporting cybersecurity research, including NSF, DHS, DoD, DOE, and
more recently, USDA. Notably, the National Strategic Research Institute (NSRI) at the University of
Nebraska serves as a trusted partner to the DoD, providing essential engineering, research and
development capabilities, including in cybersecurity. The DHS supports the National
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Counterterrorism Innovation, Technology, and Education Center (NCITE), also based at the
University of Nebraska, which is a premier provider of counterterrorism research, technology and
workforce development programs.

For agrifood, CISA works with the USDA and FDA; programs include the Food and Agriculture
Sector-Specific Plan, voluntary vulnerability assessments, information-sharing partnerships, and
cyber hygiene services®. FBI field offices organize regional Ag Cybersecurity workshops, and the
FBI held a national-level workshop in Nebraska in 2024*. In mid-2025 two bills*>%' focused on
agrifood cybersecurity were introduced into the U.S. Congress, with sister bills in the Senate. One®'
would require the USDA to establish a consortium of 5 land-grant universities, similar to the
workshop consensus recommendations presented here.

Industry plays a central role in supporting cybersecurity resilience for agrifood through technology
development, standards adoption, information sharing, and participation in information-sharing
organizations and public—private partnerships. Large agrifood companies, equipment manufacturers,
input suppliers, and food processors increasingly integrate cybersecurity safeguards into their
products and workforce training. John Deere hosts the annual CyberTractor hack-o-thon event
focusing on training and workforce development, in partnership with lowa State University.
Many of the larger equipment manufacturers routinely add known cyber vulnerabilities into the
Common Vulnerability Enumeration (CVE), provide patches, and maintain technical advisories
about mitigations. Nevertheless, the workshop consensus and outside experts®?°32 stress the
importance of substantially increasing industry investments into agrifood cyberresilience.

Effectively safeguarding agrifood operations from cybersecurity threats requires deliberate, holistic
efforts along several interacting dimensions33. Following the spirit of the NIST CSF 2.0%°, Figure 1
illustrates a continuous loop of activities used to prevent or minimize the effects of cyberattacks. Key
steps include preventative measures (e.g., strong password controls, network segmentation) and
continually watching for anomalies that might indicate cyberattacks. Also essential is establishing
mitigation and incident response plans, and performing forensics to understand how attacks
succeeded. Risk assessments and cost-benefit analysis can guide investments into overall system
resilience. Distinctive aspects of agrifood add a layer of concerns on top of this generic framework.

Unfortunately, the tools and techniques available to malicious actors continue to expand (viz.,
generative Al and LLMs), leading to new kinds of attacks that are more challenging to
detect/mitigate3*. Concomitantly, agrifood technology continues to expand, broadening attack
surfaces and severity. These factors emphasize the need for ongoing research, education and
workforce development related to all cybersecurity dimensions in Figure 1.
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196  The existing literature indicates that the level of agrifood cybersecurity awareness and

197  preparedness is shockingly low. One lllinois-based survey? found that about half of farmers had
198  been impacted by a cybersecurity incident, but only 14% were using firewall software; another?’
199 found that “beginner” farmers were more likely to use computer technology than more

200 experienced farmers, but they lacked education on cybersecurity risks/mitigations. A UK-based
201 study® found that online cybersecurity information can be difficult and confusing for small and

202  medium-sized stakeholders to access and apply to their contexts. Another UK-based survey®® of
203  mostly small food processing companies found that only half had implemented antivirus

204  software on all computers, and only 25% of employees across the surveyed companies had
205 received cybersecurity training. A recent literature survey'® on the food supply chain reports
206 increasing automation with vulnerabilities at every stage, and determined that cyber risks are
207 not adequately addressed. These findings highlight the need for cybersecurity education and skills
208 development as foundational for strengthening the sector's resilience.

209

210 A PATH FORWARD

211

212  The workshop participants call for the creation of a national, geographically distributed Agriculture
213  Cybersecurity Consortium (ACC) based on strong partnerships, including farms, coops, agri-

214  business, cybersecurity businesses, government, NGOs, and academia. The ACC would undertake
215  synergistic activities around three pillars: cutting-edge research and technology transfer, developing
216  research infrastructure and testbeds, and strengthening educational and extension outreach

217  programs (Figure 2). An optimal choice for leading this consortium would be land-grant universities
218 that have strong cybersecurity and Al research programs. Land-grant universities were established
219 by the Morrill Acts of 1862 and 18902 to provide practical education in agriculture, science, and
220  engineering. These universities have a history of groundbreaking research in agricultural

221 technologies, extensive undergraduate and graduate agrifood programs, and Extension programs
222  focused on bringing basic and advanced agricultural information/practices to the current and future
223  workforce. Land-grant university Extension programs have long-term, trusted, collaborative

224  relationships across agrifood, enabling deep understanding of regional stakeholder concerns, and
225  opportunities to engage stakeholders in various educational modalities. With cybersecurity and Al
226 research programs in the mix, land-grant universities are well positioned to conduct and disseminate
227  cybersecurity research, education, and training tuned to the agrifood sector. Finally, land-grant
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universities provide an open, scientifically driven environment that will foster vibrant collaboration
with other organizations and stakeholders.
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Figure 2: Agriculture Cybersecurity Consortium ecosystem with three pillars.
We now consider the three pillars of ACC activity in turn.

Multidisciplinary Research and Development: The ACC would need to pursue strong, broad, and
continuous academic research programs geared toward agrifood. The program could address the
entirety of the holistic approach shown in Figure 1. Promising research areas include: expanding the
use of Al and other emerging technology to support automated detection, defense against, and
prevention of, future attacks?*3"; developing computationally cheaper and easier-to-install
authentication methods; improving identification of hardware, firmware, and software security
flaws®3; designing hardware, firmware, and software with built-in security safeguards®®; developing
farming testbed and ecosystems for risk assessment*°, including the use of controlled honeypots to
assess adversarial capabilities*'; exploring the use of permissioned, consortium-based distributed
ledger technologies to support tamper-evident data management*?~44; knowledge management
tools to bring cybersecurity best practices information to agrifood stakeholders***7, and
understanding investment strategies for reducing cyber risk*®. Much of this research would be
performed at land-grant and other research universities with government support from the USDA
and others; additional research might be performed by industry.

Research Infrastructures and Testbeds: Establishing research infrastructures and public-private,
industry-driven testbeds would bolster the interdisciplinary nature and effectiveness of an ACC.
These facilities could support advanced cybersecurity research and collaborative spaces for experts
from academia, the agribusiness industry, and others. The testbeds could include real ag
components susceptible to cyberattacks, providing real-world scenarios for experimentation and
validation of cybersecurity solutions. At least two such testbeds are described in the recent
literature*®4!, but these efforts must be substantially expanded. Testbeds for ag cybersecurity could
be leveraged for hands-on learning opportunities for students and agrifood professionals, and for
demonstrations to the general public. The testbeds could help with developing evidence-driven
policies, standards, or guidelines for agrifood. The testbeds could be developed and maintained by
Land-grant and other research universities, USDA Agricultural Research Service (ARS) laboratories,
USDA Agricultural Experiment Stations, regional irrigation districts, and/or industry consortia, with
government support and possibly industrial partnerships.
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Educational Programs and Workforce Development: This pillar aims to fundamentally change the
cybersecurity culture in agrifood and foster a new generation of professionals equipped with state-of-
the-art agrifood cybersecurity awareness, knowledge, and skills*®. Formal and non-formal education
curricula could be developed for all levels and for agrifood practitioners. Extension educators could
be trained to deliver practical cybersecurity programs tailored to farm operations and culture,
including hands-on technical instruction on topics such as VPNs, network segmentation, and
firewalls. Facilitated exercises such as Cybersecurity Incident Management Exercises (CIME) can
provide experiential learning that focuses on managing disruptions, maintaining operations, and
coordinating response®. Education and workforce development initiatives would also need to
encompass third-party actors in the agrifood ecosystem. The ACC would focus on sharing and
disseminating educational and training modules across regions, demonstration of realistic attack-
defense use-cases using the testbeds, threat information sharing, etc. This would be a natural
extension of numerous university-led stakeholder workshops and other engagements already held
with industry and government leaders, including the workshop series described here. Government
funding would be needed to support these initiatives, presumably led by the USDA.

The envisioned ACC could play a central role in establishing and supporting a national, regionally
distributed Security Operations Center (SOC) dedicated to agrifood cybersecurity. Working closely
with academia, government and industry, the SOC could share information about agrifood cyber
threats, technology vulnerabilities and cybersecurity resilience. The ACC could support the SOC by
sharing research innovations, technologies and testbeds. The SOC framework could copy long-
standing national cyber assistance organizations, e.g., the DHS CISA Computer Emergency
Readiness Team or the CMU CERT Division. It might be established as a dedicated national non-
profit, a Federally Funded Research and Development Center (FFRDC), or a national non-profit
cooperative consortium.

To be most effective, an ACC could be organized in a tiered hub and spoke model. Such models are
based on a central hub that collaborates with five regional centers (midwest, northwest, northeast,
southwest, and southeast), which are themselves coordinating hubs for regional or local partners.
Each regional hub would engage regional and local partners, develop testbeds, undertake agrifood-
focused cybersecurity research, and promote regionally customized education and workforce
development. One of the regional hubs could serve a dual role as national coordinator. The tiered
hub and spoke model has been shown effective in several initiatives, including the National Plant
Diagnostic Network (NPDN) and the USDA Climate Hubs program.

CONCLUSIONS

Establishing and maintaining the ACC envisioned in this article will require sustained federal and
state investment and strong public-private partnerships. However, the cost of inaction—measured in
disrupted food production, food contamination, economic loss, and threats to national security—is far
greater. As digital technologies, Al-driven systems, and interconnected supply chains continue to
transform agrifood, cybersecurity must be treated as a foundational element of agrifood innovation
and resilience, analogous to biosecurity. By proactively integrating research, education, workforce
development, and testbeds through a national consortium model, the U.S. can move from reactive
crisis management toward anticipatory, national-level resilience. The framework outlined here
provides a scalable blueprint for the U.S., and also for other digitally enabled agrifood systems
worldwide.
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