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ABSTRACT Unmanned aerial vehicles have become increasingly popular in many applications such as
remote surveillance, reconnaissance, and precision agriculture. Often multiple UAVs form a swarm and
perform their operations in a distributed, coordinated fashion. A rogue UAV in the flock can negatively
disrupt the expected behavior and may jeopardize the objective of the mission, leading other UAVs to
make incorrect decisions or even crash. This paper introduces GRIFFIN, a distributed and lightweight
misbehavior detection framework for UAV flocks. GRIFFIN relies on readily available GPS packets (i.e.,
GPS coordinates) and signal characteristics (e.g., RSSI measurements) and detects malicious UAVs by
employing a “majority voting” protocol. We show that GRIFFIN requires only four honest nodes for correct
operations. We implement and evaluate GRIFFIN on (a) a realistic UAV simulator (ArduSim) and (b)
a Raspberry Pi+Navio-based drone testbed for runtime overhead. We find that GRIFFIN outputs a high
detection rate with low false negatives against multiple types of adversaries, as long as the swarm remains
predominantly benign. Our implementation on the real UAV testbed shows that the runtime overhead of
GRIFFIN is minimal (i.e., it requires less than 1 MB of memory and consumes less than 1% of CPU) and
completes its computation within 2.5 ms.

INDEX TERMS Unmanned aerial vehicles; UAV swarms; distributed misbehavior detection; rogue UAV

detection; swarm security

I. INTRODUCTION

NMANNED aerial vehicles (UAVs) are becoming
Uincreasingly popular in many military, civilian, and
commercial applications, such as remote surveillance, border
patrol, battlefield monitoring, rescue, disaster management,
and precision agriculture, to name a few [1]-[4]. Often the
UAVs are required to coordinate in a distributed, cooperative
manner to accomplish the desired mission objectives. For
example, a cooperative fleet of UAVs can increase the
coverage of reconnaissance missions. A swarm of UAVs can
often carry out tasks that cannot be satisfyingly performed
with a single UAV. Examples of such cases include: (a)
when simultaneous measurements are necessary or (b) when
the mission objective is too complex to be performed by a
single UAV with its limited resources (e.g., memory, storage,
battery) [5]. In such cases, cooperative coordination among
UAVs allows load balancing and computation offloading.

While cooperative communication aids in carrying out
mission objectives, a malicious, misbehaving UAV can
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disrupt the regular operation of the flock, leading to deviating
from the mission or even crashing the other UAVs. Consider a
reconnaissance mission where UAVs in a swarm collaborate
to perform an exploration of a specific area. While in the
mission, the UAVs broadcast their positions. The position
information can be used by other UAVs to (a) determine if
an area has already been explored by a specific UAV and
(b) avoid a collision. A malicious UAV within the fleet can
share a wrong position which may jeopardize the objective of
the mission (e.g., by sending a wrong position, the mission
coordinator may mark an area as explored where it is not)
or may deviate from the mission (e.g., force other UAVs
operating through a no-fly-zone). Further, such crafted, false
location information may mislead about the “true position”
of UAVs — leading them to collide and, eventually, crash.
Hence, there is a need for designing techniques that can
effectively detect misbehaving nodes in a UAV flock.

Prior work has studied UAV swarm security from
different angles, such as defense swarms against malicious
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UAV intrusions [6], secure multi-UAV communication
patterns [7], and anomaly-based intrusion detection for
UAV swarms [8]. However, detecting false position reports
in a lightweight and fully distributed manner remains a
challenging problem [9]. Our work addresses this gap
by verifying GPS-reported positions against RSSI-derived
distances and by using jury-based geometric verification
with distributed majority voting, without requiring additional
sensors, cameras, or centralized infrastructure.

This paper presents a framework (named GRIFFIN)
to detect incorrect location information in UAV swarms.
GRIFFIN works in a “distributed” manner — which makes
it resilient against a single point of failure (i.e., adversarial
manipulations of the checker node). GRIFFIN! relies on
readly available GPS packets (i.e., GPS coordinates) and
physical-layer information (e.g., received signal strength) to
detect malicious UAVs in the flock. Such lightweight input
requirements allow GRIFFIN to operate without requiring
additional peripherals such as sensors or cameras. GRIFFIN
is effective in detecting location forging attacks such as GPS
jamming/spoofing attacks [10] where an adversary tamper
the GPS information and broadcast incorrect positions. The
key idea of GRIFFIN is to use two different sources to
verify the position information: (a) the first is to get the
GPS location from the UAV (broadcast as part of the mission
coordination), and (b) the second is to use onboard wireless
radios to obtain the received signal strength (RSSI). Upon
each packet arrival, GRIFFIN then correlates those two
pieces of information and runs a majority voting protocol to
determine if a target UAV is legitimate or malicious. This
paper makes the following contributions:

o A distributed and lightweight framework, GRIFFIN, to
detect malicious UAV positions in a UAV flock without
needing any custom hardware/sensor; and

e A formal guarantee on the minimum number of
“legitimate” UAVs required in the flock to correctly
detect a misbehaving node.

We implement and evaluate GRIFFIN on a realistic
UAV simulator (ArduSim [11]). We evaluated the runtime
overhead on an off-the-shelf drone platform based on
Raspberry Pi [12] and Navio [13]. Our results show that
GRIFFIN outputs a high detection rate with low false
negatives against multiple types of adversaries, as long as the
swarm remains predominantly benign. The runtime overhead
of GRIFFIN is minimal — on average, GRIFFIN (a) takes
2.5 ms to execute, (b) requires less than 1 MB of memory,
and (c¢) consumes less than 1% of CPU on our drone testbed.

Il. RELATED WORK

Recent work has shown that UAV swarm security involves
challenges beyond those found in single-UAV systems,
since compromised or misbehaving UAVs can influence

'In Greek mythology, “GRIFFIN” is a bird-like character that protects
precious materials such as gold. Since our focus here is to protect mission-
critical information (e.g., locations or coordinates) from tampering, we name
our framework as GRIFFIN.
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cooperative decisions, formation stability, area coverage,
and collision avoidance. Wang et al. [14] provide a
broad survey of attacks and countermeasures in UAV
swarm networks, covering threats against communication,
coordination, routing, sensing, and swarm control. Their
survey highlights the need for security mechanisms that
are lightweight and suitable for cooperative UAV networks.
GRIFFIN addresses one concrete problem: it detects
authenticated swarm members that falsify their position
information during cooperative operation. Brust et al. [6]
propose a defense mechanism against a single unauthorized
UAV using a coordinated defensive swarm. In contrast,
GRIFFIN considers a malicious multi-UAV setting. Raja
et al. [7] propose an efficient and secure swarm-pattern
communication scheme for multi-UAV systems, focusing
on protected communication and swarm connectivity.
Such mechanisms are complementary to GRIFFIN: secure
communication can protect message exchange and sender
identity, whereas GRIFFIN verifies whether the position
information reported by an authenticated UAV is physically
consistent with RSSI-derived distance and geometric
constraints.

DIAT [15] proposes an attestation mechanism that secures
the interaction between two devices. Lopez et al. [16]
present a security-focused architecture for UAV mesh
communications. The authors introduce a new layer (called
“mesh security layer”) which includes features related to
the detection and protection of UAV swarms. Sun et al.
[17] focus on the physical security of UAVs where they
aim to examine passive and active eavesdropping in UAV
wireless communication systems. Other studies also propose
techniques to protect the communication channels [18].
While the aforementioned work focuses on analyzing
security from the communication perspective, GRIFFIN
focuses on identifying the misbehaving UAVs in the swarm.

There is some work on detecting intrusions. Mitchel
et al. [19] propose an intrusion detection system (IDS)
based on behavior rule specification to quickly assess
the “survivability” of the UAV under a malicious attack.
The authors consider protecting the swarm from several
attacks using designer-specified detection rules. Condomines
et al. [20] focus on implementing an IDS based on
statistical signatures of transmission control protocol (TCP)
and user datagram protocol (UDP). Tan et al. [21] and
Cengiz et al. [22] develop a machine-learning—based IDS
for UAV networks (deep belief networks optimized by
particle swarm optimization, and ANN+GA with feature
reduction, respectively), targeting high-dimensional network
traces rather than distributed behavioral consistency within
a flock. Sedjelmaci et al. [23] propose a method to detect
cyber-attacks that target the data integrity and network
availability of UAV networks. They aim to minimize false
negatives and positives in detecting malicious UAVs in
the fleet. Bhattacharya et al. [24] consider a differential
game theoretic approach to evade the attack from an
aerial jammer on the communication channel. While the
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authors implement a method to enable secure communication
between UAVs in the presence of jamming attacks, they do
not provide a detection mechanism for jamming attacks. We
note that all the aforementioned lines of work is strictly
layer-specific (physical, network, or application layer). In
contrast, GRIFFIN follows a cross-layer approach where
we leverage (i) packet metadata (e.g., GPS coordinates),
(ii) physical layer characteristics (RSSI), (iii) the network
layer communications for majority voting, and (iv) the
application layer checks for misbehavior detection. Further,
the distributed nature of GRIFFIN makes it resilient against
single-node compromises compared to existing centralized
solutions [19], [20], [23], [24].

Ill. MODEL AND ASSUMPTIONS
We now start by presenting the system model (Sec. III-A)

before discussing our assumptions on adversarial capabilities
(Sec. I1I-B).

A. SYSTEM MODEL

1) Network and Communication Model

We assume a UAV swarm performing a cooperative mission.
We consider a slotted verification model with a processing
rate of 1 Hz [25]. We assume n UAVs present in the flock and
denote the set of UAVs astf = {uy, ua, ug, - ,uy,}. Ateach
verification slot, UAVs periodically broadcast timestamped
GPS position messages. The position information is carried
as a message payload. Each receiving UAV measures the
RSSI of the received packet locally and pairs it with the
corresponding timestamped position message within the
same verification slot. Let D = {d;;(#) | wi,u; € U,i # 5}
denote the set of pairwise distances between UAVs at time
t, where dij(f) represents the distance between u; and u; 2
We assume that all UAVs are within communication range
during the considered mission. Therefore, each UAV can
communicate with the other UAVs and with the ground
station. GRIFFIN is protocol-agnostic and can operate
over different communication technologies, such as WiFi,
cellular, or satellite links, as long as the receiver can obtain
RSSI measurements and authenticated position messages.
We assume that UAV identities are established before
deployment and that inter-UAV messages are authenticated
using a Public Key Infrastructure (PKI) based signing
mechanism. This prevents external impersonation and Sybil
attacks, while GRIFFIN focuses on authenticated insider
misbehavior, in which compromised UAVs may send
false position, distance, or voting information using valid
credentials. Figure 1 presents a high-level illustration of the
UAV swarm communication setting that triggers GRIFFIN.

2) RSSI Model

The received signal strength indicator (RSSI) describes the
relationship between transmitted power, received power,
and the distance among nodes. This relationship can be

2For simplicity of notation, we omit £ unless it is required.

VOLUME 4, 2016

| Source

Mission Path
Q/\Aitination

l packet H packet H packet || packet ” packet ” packet ‘
Data Packet

1 GRIFFIN Execution
—— UAV-to-UAV Communication Channel

FIGURE 1: High-level illustration of the UAV swarm com-
munication setting and the packet-arrival event that triggers
GRIFFIN. The detailed GRIFFIN detection workflow is
shown in Fig. 2.

represented as follows [26]: P, = P, x (1/d)", where P.
is the received power and P, is the transmitted power of
the wireless signal, d is the distance between the transmitter
UAV and the receiving UAV (u; and w,), and n is the
path-loss (transmission) exponent whose value depends on
the propagation environment [27]. By taking the base-10
logarithm of the above expression (to more easily handle
the exponential relationship), we obtain: 10log,o(P.) =
10log,o(P:) — 10nlog,o(d), where 10log,o(F,) is the
received power in dBm and corresponds to the RSSI. Hence,
we can express the dependence of RSSI on distance as:
RSSI(d) = A — 10nlog,y(d), where A = 10log,y(Ps)
absorbs the transmit power (and, in more detailed models,
additional constant terms such as antenna gains and
reference-distance loss).

Let dgrssi denote the distance (based on RSSI) between
a pair of UAVs u; and u;. Inverting the above relationship

yields:
A—RSSI
drss1 = 10 Ton . (D

3) GPS Model

To measure the distance between a pair of UAV u; and u;,
we need to know their locations: the GPS position (including
altitude) of u; and the GPS position of u;. The UAVs u; and
u; need to exchange their GPS positions to calculate this
distance. We assume that the GPS information exchanged
by the UAVs forms a (latitude, longitude, altitude) tuple.
Since latitude and longitude are angular coordinates, they
cannot be directly combined with altitude in a Euclidean
distance calculation. Therefore, each GPS tuple is first
projected into a metric coordinate system using the Universal
Transverse Mercator (UTM) projection [28]. Specifically,
a GPS position given as (latitude, longitude, altitude) is
converted into (E, N, h), where E and N denote the UTM
easting and northing in meters, respectively, and h denotes
the altitude in meters. For notational simplicity, we denote the
projected coordinates of UAV wu; as w;(x;,y;, 2;) and those
of UAV w; as u;(x;,y;, 2z;), where « and y correspond to the
UTM easting and northing, respectively, and z corresponds

3
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to altitude. We use Euclidean distance [29] as a distance
measure and express the corresponding distance (denoted by
daps) as follows:

daps = \/(Jﬁi —x)2 + (Y — )2+ (2 —2)% (D)

B. THREAT MODEL

We consider an adversary that can compromise a subset
of UAVs through software exploitation, supply-chain
compromise, physical capture, GPS spoofing/jamming, or
social-engineering attacks [10], [24], [30]-[32]. Compro-
mised UAVs remain authenticated members of the swarm and
therefore possess valid credentials and protocol knowledge.
The adversary can observe inter-UAV communications
available to legitimate nodes, falsify its own reported
position, selectively provide inconsistent position or dis-
tance information to different receivers, provide false
measurements when acting as a jury, manipulate its local
detection verdicts, collude with other compromised UAVs,
and adopt adaptive on—off behavior to evade detection.
The adversary aims to remain undetected while disrupting
swarm coordination, misleading coverage decisions, causing
navigation errors or collisions, protecting malicious UAVs,
and falsely accusing benign UAVs. We assume that UAV
identities are established prior to mission deployment and
that inter-UAV messages are authenticated using PKI.
Therefore, the adversary cannot forge messages on behalf
of non-compromised UAVs or introduce Sybil identities.
Furthermore, we assume that the adversary can manipulate
data packets but cannot change system settings, such as
radio transmit power to shape the RSSI observed by
receivers. Consequently, GRIFFIN focuses on detecting false
positions and distance claims rather than physical-layer
power-control attacks. Finally, we assume that the adversary
cannot compromise the entire swarm or break the underlying
cryptographic primitives.

IV. MALICIOUS UAV DETECTION IN GRIFFIN

A. OVERVIEW

We define “misbehavior” as the incorrect reporting of
location/position information. Our main goal is to detect
malicious UAVs within the flock that report a false position
in a distributed manner. As mentioned earlier, we assume
that all UAVs are within communication range and broadcast
their GPS positions. The framework runs at each time slot.
Figure 2 presents a high-level schematic of GRIFFIN. Upon
the arrival of each packet [circle (D in the figure]. Each
UAV calculates the distance toward all other UAVs using two
methods [block @), viz., (a) the RSSI method (Sec. ITI-A2)
and (b) the GPS method (Sec. III-A3). The former is based
on the signal strength of the received packets, and the latter
is based on the received GPS coordinates (included as packet
metadata). Next, it compares the two distances [block (3.
If the two distances match within the accepted threshold,
GRIFFIN proceeds to the next step [block @-block (3)].
Otherwise, the UAV will be marked as malicious (red

4

rectangle). If the GPS distance matches the RSSI distance
within the accepted threshold, three juries will be elected
to confirm the claimed coordinates (block @). We follow
a process based on sphere radius (i.e., distance between
nodes) and Euclidean distance to confirm the position
[block -]. All UAVs broadcast their detection result.
After that, GRIFFIN executes a majority voting algorithm.
The key idea is to assign a “Trust Level” (TL) to each
UAV based on the majority voting results. The TL will be
updated by adding —1 if malicious or 1 if legitimate in each
round of GRIFFIN. When a malicious UAV exceeds a certain
negative Trust Level, we finally mark the UAV as malicious.
Once a UAV is tagged as malicious, the ground station may
take further actions, such as informing other UAVs to ignore
packets from malicious UAVs for the rest of the mission. We
discuss this issue further in Sec. VIL.

Packet
received from
atarget UAV

2
Calculate GPS-based and
RSSl-based distance

Check if
GPS and RSS!
distances
are equals

GPS position

Measure RSSI

Elect three
random juries
from the swarm

Mark target UAV as

jCheck if the target UAV Malicious

Distance from
Jury? to target
Distance from
Jury3 to target is included in the
following:
Distance from
Jury2 to target

Receiver sphere with
EEY  radius equal to the
distance to the targef

Gry1 sphere with radiu:
equal to the distance to
the target UAV

ry2 sphere with radius
equal to the distance to [:]s3
the target UAV

Jury3 sphere with radius
equal to the distance to
the target UAV

Mark target UAV as
Legitimate Yes

FIGURE 2: High-level workflow of GRIFFIN.

B. DISTANCE COMPARISON MODEL

Once we calculate the distance using two different methods,
we need to define the accepted threshold by taking
measurement errors into consideration. We define the
distance difference as follows:

Ad = |dgps — drssi- 3)

We consider the distance legitimate when Ad < 6. That is,
the threshold depends on the noise of the RSSI and GPS
calculation and on the environment which the UAVs are
flying on. The parameter 6 captures this error effect.

1) Legitimate GPS Coordination

The distance comparison model alone is not enough to ensure
that the target UAV is sending its true position. We explain
this problem with a simple illustration. Let us assume that u,
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sends its position to u,. After u, performs the calculations
using the distance comparison model (Eq. 3), it finds that the
distance dgpg is (almost) equal to the distance drgsy. This
information affirms that u; is in the sphere defined by dgpg
as the radius and the position of u, as the center. In other
words, u; could be anywhere on the sphere surface but with
a legitimate distance. We illustrate this scenario in Fig. 3.

Receiver

. g
position_3

position_n

position 2 ®
°

.T/zr,t) position_1
°

position_4
)

FIGURE 3: Issues with simple distance comparison: the
target UAV could be in any position on the sphere, and it
is non-trivial to identify its correct position.

To solve this issue, we need techniques to precisely verify
the position. For this, we propose a sphere-based calculation
method involves one receiver (i.e., who determines the
legitimacy of the target) and three juries (who help the
receiver in the decision-making process). Note that with just
one jury we retain a circle of candidates in 3D (intersection
of two spheres; see Fig. 4), and with two juries we usually
still have up to two symmetric points. A third jury resolves
this ambiguity in 3D and pins down a unique position.

Receiver
mm juryl
—— Receiver nJuryl

FIGURE 4: Using one jury cannot solve the issues illustrated
in Fig. 3.

We denote the receiver as u,. and the three juries as u;,,
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u;,, and u,, respectively. The intersection of the four spheres
(centered at u,,u;, , uj,,uj, With their respective distances
to u, as radii) must contain the position of u, (generically a
unique point in 3D). To accomplish this, we check whether
the GPS coordinates of the target UAV (u.) fulfill the sphere
equations of u,,u;, ,u;,, and u;, (presented next). In other
words, GRIFFIN checks whether u; is included within the
spheres: (a) with u, as the center and d;, as the radius, (b)
with u;, as the center and dy;, as the radius, (c) with u;, as
the center and d;;, as the radius, and (d) with u;, as the center
and d;;, as the radius. If all the conditions are satisfied, we
can confirm its position as legitimate. Figure 5 illustrates the
overall idea.

Receiver
— juryl

Jury?2

Jury3

FIGURE 5: Illustration of the malicious UAV detection
process using three juries. The receiver checks the
information received from all juries and determines the
legitimacy of the location broadcast by the target.

The following equation defines a sphere with (g, yo, 20)
as the center and r as the radius (which represents a distance
between two UAVs in our case):

(x—20)° 4+ (y —y0)> + (2 — 20)> = r*.

This vanilla equation may be affected by noise, say due to
the RSSI measurement errors and GPS calculation offsets.
To overcome this, we consider an error C' to capture the
RSSI/GPS noise, and the threshold +6 as the acceptable
RSSI/GPS noise. We represent the above equation as follows:

(x—20)* + (y — 90)* + (2 — 20)> — % = =C.

where |C| < 6.

Let us consider first the position of u,. as the center and
the distance between wu,. and wu; as the radius. If the above
equation remains correct, the receiver matches this with the
information received from the three juries u;,, u;,, and u;,.

5

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

IEEE Access

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2026.3711670

To be specific, all four of the following equations must be
valid to determine the legitimacy of u;:

(z, — xO)Q + (yr — yO) + (2r — 20)2 = d?r +C,
(x5, — 20)? + (Y, — Y0)? + (25, — 20)° = d?h +Cj,
(25, = 20)? + (yj, — v0)* + (2, — 20)> = di;, £Cj,
(25, — 20)? + (yjs — v0)* + (255 — 20)% = di;, +Cj

“)
where |C;| < 6.

2) Malicious UAV Detection
There are four possible cases for misbehaving nodes:

1) Target is malicious. The target reports a false position.

2) Jury is malicious. One or more juries report an
incorrect distance about the target to the receiver.

3) Receiver is malicious. The receiver can forge/skip
all the calculations and report a piece of arbitrary
information (e.g., legit, malicious) about the target.

4) All entities (Target, Jury, Receiver) are malicious.
Multiple nodes lie about positions (e.g., the target and
a subset of juries are malicious, and/or the receiver is
malicious).

Based on the above scenarios, we introduce the following

observation to determine the legitimacy of the target u;.

Observation 1. If some jury wuj, claimed an incorrect
distance to wu, (ie, dy, is not legitimate) in order
to incorrectly show wu; as malicious, then the following
expression will hold:

(x5, — 20)” + (s —)” + (25, — 2)> — di;, = Cr (5)

where |Cy| > 6.

From the receiver’s perspective, it may appear that the
target u; is malicious, while in fact a jury is the malicious
entity. This may result in false positives. To mitigate this,
GRIFFIN uses a majority voting protocol. In particular,
GRIFFIN collects the results from all the nodes and makes
the final decision. We note that GRIFFIN is designed
assuming the worst-case scenario (i.e., all the entities could
be malicious). We now present how GRIFFIN employs the
majority voting scheme.

C. MAJORITY VOTING & DETECTION RESULT

As mentioned earlier, we cannot confirm a UAV is malicious
by observing the results from a single UAV. Likewise,
we cannot confirm that a node is legitimate using one
calculation. Hence, we propose a majority voting protocol.
The voting is conducted by all the UAVs in the swarm. Each
UAV will flag other UAVs based on distance calculations
(Sec. IV-B1). If all the conditions are satisfied (e.g., Eq.
4), the receiver UAV assigns a non-negative flag (e.g., +1).
Otherwise, a negative flag (e.g., —1) is assigned. The positive
flag indicates that the node is potentially legitimate, whereas
the negative flag indicates that it is potentially malicious.
Each UAV broadcasts their result (e.g., flag values) within

6

the swarm. Based on the received results, all UAVs assign
a Trust Level (TL) to each other UAV. A Trust Level is
an integer counter that is used to track how many times
a UAV has been marked malicious or legitimate (add +1
if legitimate and —1 if malicious). The TL is updated
in each round of the algorithm (i.e., on each time slot).
When a UAV’s Trust Level falls below a predefined negative
threshold (e.g., TL < o, where 0 < 0), GRIFFIN finally
marks the UAV as malicious and reports this information
to the ground station for further post-detection steps.’ We
note that the majority voting used in GRIFFIN differs from
classical Byzantine Fault Tolerance (BFT). Classical BFT
protocols, such as PBFT, are designed for full consensus and
tolerate up to about 33% Byzantine nodes [33]. In contrast,
GRIFFIN assumes an honest majority, where malicious
votes do not dominate the aggregation. We choose simple
majority voting because GRIFFIN only needs a lightweight
mechanism to aggregate local detection flags —produced by
RSSI-based distance verification and jury-based geometric
verification— rather than a full BFT consensus protocol.
Therefore, GRIFFIN uses majority voting as a practical and
lightweight aggregation step for resource-constrained UAV
swarms.

Selecting the Trust-Level Threshold

The threshold o controls how much negative evidence is
needed before a UAV is labeled malicious. Let V' be
the number of positive votes and V'~ be the number of
negative votes for a UAV. Its trust level is computed as
TL = V1 — V~. Therefore, the rule TL < o means
that the UAV is declared malicious only when the negative
votes exceed the positive votes by at least |o|. Thus, |o|
acts as a confirmation margin. A small value such as
|o| = 1 enables fast detection, but it may react to a single
noisy or incorrect vote. A larger value requires repeated
negative evidence, which reduces false alarms but may
slightly delay detection. In practice, o is chosen as a small
negative value. This allows GRIFFIN to tolerate occasional
transient errors while still detecting malicious UAVs quickly.
Under the honest-majority assumption, benign UAVs tend to
accumulate positive trust, while malicious UAVs accumulate
negative trust, so a modest confirmation margin is sufficient
to separate them.

V. ALGORITHM AND CORRECTNESS REQUIREMENTS
A. ALGORITHM AND WORKFLOW

Algorithm 1 formally presents the main steps of our
distributed misbehavior detection technique. GRIFFIN
executes Algorithm 1 periodically at each UAV upon the
arrival of each packet.

The first step in our misbehavior detection process
is broadcasting the current GPS position (latitude, lon-
gitude, altitude) (Line 12). Each UAV then waits for
requests to transmit already calculated distances. If a

3We refer readers to Sec. VII for possible actions.
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Algorithm 1 Misbehavior Detection in GRIFFIN

1: INPUT

2: For a packet arriving at time t: (a) RSSI measurement, (b)
GPS coordinates (latitude, longitude, altitude), and (c) distances
between juries and target

: OUTPUT

: TL[u;]vu,; cu: Trust Level of a UAV w; /* The UAV is tagged
malicious if TL[ui] < 0; and marked legitimate otherwise */

: INITIALIZATION

U= {ula U2,y -.ey un}

: drssr distance using RSSI

: dgps distance using GPS
9: C' GPS and RSSI noise error

10: +6 GPS and RSSI noise acceptable threshold

11: o Trust Level threshold for making a decision

12: BEGIN

13: Broadcast current position (z, y, z) to all UAVs

14: Send distances as requested

15: for each winU — {useis} do

16:  RSSI = get_RSSI()

17: dRSSI(f) = RSSI_to_distance()

18: Ty, Yu, 2y = receive_GPS_position()

19: dgps(i) = GPS_to distance()

20: lf|dgps( ) dRSSI( )‘ > 0 then

W

21: mark u as malicious (T'L[u] = TL[u] — 1)

22:  else

23: Randomly select three juries from /: j1, j2, j3

24: Zj1,Yi s 2j; = receive_GPS_position()

25: Tjs, Yja s Z2j, = receive GPS_position()

26: Tjy,Yjs, 2js = receive GPS_position()

27: duj, (t) = receive_distance_from_ji_to_u()

28: du;j, (f) = receive_distance_from_j2_to_u()

29: dujs (t) = receive_distance_from_j3_to_u()

30: /* Check Eq 5 using self juries, and received distances */

31 (xr — x4)% + (yr ) +(zr — 21)° — dfr(f) =+C4

32: (2, — )2 (yjl Ye)® + (2, —22)° —di, (1) = £C

33: (55]2 ) (yjz Yt )2 (212 7Zt)2 7d1?j2 (é) =+Cs

34: (x5 — ) + (Y55 — ) + (255 — Zt)2 - d?jg (t) = +C4

35: if |C;| g O foralli € {1 2,3,4} then

36: Mark u as legitimate and update trust score: T'L[u] =
TL[u] + 1

37: else

38: Mark u as malicious and update trust score: T'L]u] =
TLu]—1

39: end if

40:  end if

41: end for

42: Broadcast result to the swarm and receive decisions from other
UAVs

43: Perform majority voting

44: for eachwinU — {users} do

45:  Based on the results, update the Trust Level (TL) for each u:

46: e T'L[u] = T'L[u] — 1; if u is malicious (based on voting)

47 e T'L{u] = TL[u]+ 1; if u is legitimate (based on voting)

48:  if T'Lu] < o then

49: Mark v as malicious and report to ground station for post
detection steps

50:  end if

51: end for

52: END

given UAV is selected as a jury, the receiver (i.e.,
verifier) node will request the jury to share its distance
to the target. We then loop over all the UAVs and
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(a) check the distance calculated using the received
GPS position (i.e., using receive_GPS_position() and
GPS_to_distance() functions, respectively), and (b) the
distance calculated using measured RSSI (i.e., using
get_RSSI() and RSSI_to_distance() functions). We mark
the node as malicious if the difference between the
two distances is beyond the predefined error threshold
(6). If this is not the case, we continue for the next
step. For this phase, the receiver randomly selects three
UAVs (except the target) from the swarm as “juries”.
The receiver stores the 3D GPS positions of the juries
(receive_GPS_position()) and asks for their distances to
the target UAV u (receive_distance_from_jl1_to_u(),
receive_distance_from_j2_to_u(), and receive_dist
ance_from_j3_to_u()). We then check the 3D sphere
constraints in Eq. (4) for the receiver u, and the three juries
Uj,, Ujy, Ujy. If C1,C,Cs, and Cy are within the defined
error range (i.e., —0 < Cy < +#6), we mark the UAV u as
legitimate; otherwise, we mark it as malicious.

B. FORMAL GUARANTEES OF GRIFFIN

Section IV-C presents our majority voting algorithm where
we argue that such a voting is required to reach a consensus
about the target. We now show that if we have exactly
four ‘trusted UAVs’ in the swarm (one receiver and three
juries), GRIFFIN obtains similar results without relying on
the majority voting process.

Definition 1 (Trusted UAV). A trusted UAV is a node in
the swarm that (a) shares its correct position, (b) claims the
correct distance between other UAVs, and (c) faithfully marks
other UAVs as either legitimate or malicious.

Based on our definition of trusted UAV, we now present
the following theorem:

Theorem 1. If four trusted UAVs exist in the flock (one
receiver and three juries), it is possible to check whether a
given target UAV is malicious or not without relying on any
majority voting protocol.

Proof. LetU = {u,,uji1, ujo, uj3, U1, Uz, U3, ..., ug  define
n UAVs present in the swarm (k < n), where u, is the
Receiver, and w1, uj2, u;3 are the three juries. Let us assume
that these four UAVs are trusted throughout the mission. We
denote the set of target UAVs as ur {uy, ugy ..., ug },
where ur C U. Let [a, b] denote the acceptable error interval.

We prove our claim by induction. As we need at least
four trusted UAVs (Receiver, Juryl, Jury2, Jury3), our base
condition includes these four UAVs, excluding the target
UAV. Hence, our base condition contains five UAVs where
k=1 (n = 5) and U = {ur, Uj1, Uj2,Uj;3, Ul}.

Using the 3D consistency constraints for .., u;1, uj2, u;3,

7
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and the target uq, we obtain:
(@ —21)° + (Yr —91)° + (2r — 21)* — 4}, = C1
(zj1 —21)° + (yj1 —1)° + (zj1 — 21) — dt2j1 =Cy
(zjo — 1) + (Y2 — 1) + (22 — 21)* — dijo = C3
(zj3 — 1) + (Y3 —11)* + (23 — 21)* — dijs = C4
If a < C1,C5,C3,Cy < b, then uy is legitimate (i.e.,
u; is the common point of the four spheres centered
at U, uj1,Ujo,us3). Otherwise, u; is malicious. Let us
assume that Eq. (6) is true for n target UAVs, ie., ur =
{u1, ug, ..., un }. We prove that when the condition holds for

n target UAVS, it is also correct for the (n + 1)™ UAV.
For n targets, we have (for each u,,, 1 < m < n):

(6)

(@ = 2m)® + (Yr — ym)? + (20 — 2m)? = d}, = C1
(@1 = 2m)” + (Y1 = ym)” + (21 = 2m)” = iy = Co
(w0 — xm)z + (yj2 — ym)2 + (252 — Zm)2 - d?jQ =C3
(53 — 2m)” + (Yj3 — Ym)® + (zj3 — 2m)” — d?jS =0

For each node we check whether all Cj lie in [a,b]
and decide legitimacy accordingly. As (a) all the n sets of
equations are correct, and (b) each set is independent of the
others, we can claim that the set of equations for n + 1
nodes—i.e., the (n + 1) target UAV—is also correct:

(zr — zn+1)2 + (yr — yn+1)2 + (2 — Zn+1)2 - dtzr =Ch
(@j1 = Zns1)? + (Yj1 = Ynt1)? + (21 = 2041)? = dfjy = Co
(j2 — Tnt1)® + Wiz — Yns1)® + (252 = 2041)” — dijp = Cs
(253 — &n11)® + (Ujs — Yns1)* + (253 — 2041)” — dijz = Ca

The above expressions show that if we have four trusted
UAVs (i.e., Receiver, Jury1, Jury2, and Jury3), we can rely on
their calculations and check the positions of all other UAVs
without running a majority voting protocol. This concludes
the proof. O

VI. EVALUATION

We implement and evaluate GRIFFIN on both (a) a realistic
UAV simulator (ArduSim [34]) and (b) a Raspberry Pi [12]
and Navio [13]-based drone platform for runtime overhead.

A. SIMULATION-BASED EVALUATION
1) Simulation Setup
We use ArduSim [11] to evaluate the effectiveness of
GRIFFIN. ArduSim is a real-time UAV simulator that
instantiates a software-in-the-loop (SITL) environment for
each virtual UAV. Each UAV is composed of an agent that
controls the vehicle and multiple threads that implement
runtime protocols. Inter-UAV communication is based
on MAVLink [35]. In our setup, packet exchange is
implemented using a sender thread (Talker) and a receiver
thread (Listener) at each UAV, and all messages are broadcast
to the swarm.

Figure 6 depicts one instance of our simulation setup.
We simulate a reconnaissance mission of approximately 8

8

FIGURE 6: Snapshot of an ArduSim reconnaissance mission
used in our evaluation.

miles, and evaluate swarm sizes n € {20,40, 60,100}. The
swarm formation is random and UAV speeds are varied
in [10,40] m/s, with altitude in [10,30] m. The simulation
produces 200 time slots, where each time slot corresponds
to a packet reception event. The Trust Level counter is
reinitialized after each batch, and each batch contains 3 time
slots. Since each slot can change the TL by at most +1,
the TL within one batch is always between —3 and +3.
Therefore, choosing o = —3 is the most conservative option
in a batch. A UAV is declared malicious only if it receives
negative majority votes in all three slots. This avoids reacting
to one noisy vote or a temporary measurement error. Because
the counter resets after each batch, the detector does not
rely on old evidence for too long and can re-evaluate UAV
behavior over time, which is useful against adaptive on—off
attackers. We set § = 2 based on the RSSI noise level
and the controlled propagation model used in the simulation.
This value provides a balance between rejecting clearly
inconsistent position claims and avoiding false alarms caused
by measurement noise. A smaller § makes the detector more
sensitive but may increase false positives, whereas a larger 6
makes it more permissive and may increase false negatives.
From our experiments, we find that the performance of
GRIFFIN is independent of the number of UAVs present in
the swarm (i.e., 20, 40, 60, and 100 in our setup). Hence, we
report the results for a swarm of 40 UAVs.

a: RSSI Modeling in ArduSim

ArduSim does not provide RSSI values directly. Instead,
it exposes the ground-truth 3D positions of all UAVs
and the MAVLink traffic between them. To obtain RSSI
measurements for our framework, we augment ArduSim
with an RSSI module that computes a synthetic received
power for every packet using the Friis free-space path-loss
model at 5 GHz. Concretely, for a transmitter—receiver pair
separated by distance d, we model the received power in
dBm as: P.(dBm) = P,(dBm) + G+(dBi) + G.(dBi) —
201og;o(454) [26], where P, is the transmit power, G; and
G, are the transmit and receive antenna gains, and A = ¢/ f
is the carrier wavelength, with ¢ ~ 3 x 108 m/s denoting the
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speed of light and f the carrier frequency. In our simulations
we set Gy = G,- = 0 dBi. Table 1 summarizes key simulation
parameters.

TABLE 1: Evaluation Setup

Parameter [ Value ]
Number of UAVs, n 20, 40, 60, and 100
Malicious UAVs [10%, 75%)] with 5% step
UAV formation Random
UAV speed Variable: [10, 40] m/s
UAV altitude Variable: [10, 30]m
RSSI params f =5GHz, P = 20 dBm
RSSI noise std. (orssi) 0.5 dB, RSSI floor —100 dBm
GPS/RSSI error threshold (6) 2
Trust Level threshold (o) -3
Number of simulation slots/packets 200

2) Attack Scenarios

We evaluate GRIFFIN under two classes of adversaries:
Random attacks and Intelligent attacks. The adversary in
Random attacks lies about its position without any prior
calculations or considerations. For this type of attack, we
argue that only the first phase of GRIFFIN will be enough
for detection, therefore, no jury election or jury input is
needed. Meanwhile, the adversary in Intelligent attacks
will make sure to preserve RSSI consistency with the
receiver. However, they introduce geometric inconsistencies
as discussed in Sec. IV-B1 to bypass the first phase of
GRIFFIN. Thus, we need to use the full pipeline of GRIFFIN
for accurate detection. In all cases, malicious UAV identities
are selected uniformly at random according to the specified
malicious fraction. We define the six attack scenarios as
follows. Table 2 summarizes them.

« Random 1.1 - Malicious receiver falsification:
Malicious receivers intentionally invert the report signs
by issuing +1 for malicious targets and —1 for benign
targets. Benign receivers rely only on RSSI-distance
consistency checks, without any jury-based geometric
verification.

« Random 1.2 — No receiver falsification: All receivers,
whether benign or malicious, behave the same way by
applying only RSSI consistency checks. In this setting,
malicious receivers do not falsify reports and effectively
act like benign receivers.

« Intelligent 2.1 — Malicious receiver falsification with
honest juries: Malicious receivers still falsify their trust
updates (+1 for malicious targets and —1 for benign
targets), while benign receivers execute the full pipeline
(RSSI check plus jury-based verification).

o Intelligent 2.2 — Malicious receiver falsification
with lying juries: Malicious receivers continue to
inject inverted reports, and all other receivers run the
full RSSI+jury verification algorithm. Malicious juries
strategically lie to protect malicious targets and damage
benign ones.
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« Intelligent 2.3 — No receiver falsification with lying
juries: All receivers (malicious and benign) run
the complete detection algorithm, combining RSSI
checks with jury-based verification. Malicious juries lie
strategically to shield malicious targets and undermine
benign ones.

« Intelligent 2.4 — No receiver falsification with honest
juries: All receivers execute the full RSSI plus
jury verification algorithm honestly. Juries also report
honestly in this scenario.

3) Results

Let us define the following four metrics as performance
indicators: (i) True positive (T P): number of malicious
UAVs detected by GRIFFIN; (ii) True negative (T'N):
number of legitimate UAVs marked as legitimate; (iii) False
positive (F' P): number of legitimate UAVs have been marked
as malicious; and (iv) False negative (F'N): number of
malicious UAVs marked as legitimate.

Based on the above definitions, we use the following
performance metrics to evaluate the detection efficacy of
GRIFFIN: (a) true positive rate (i.e., detection rate), (b) false
negative rate, and (c) false positive rates. Note that we do
not include true negative rates in our evaluation as this is the
direct inverse of false positive rates.

a: Detection Rate

We define the detection rate (i.e., true positive rate) as
follows [36]: Detection Rate (%) = TPZ%. We present
the detection rate in Fig. 7. The x-axis of Fig. 7 shows
the number of malicious UAVs (varied from 10% to 75%),
and the y-axis presents the detection rate. In the random
attack setting (Fig. 7a), GRIFFIN ’s performance is mainly
determined by whether receivers falsify their reports: when
receivers behave honestly (Scenario 1.2), the RSSI-only
consistency check remains highly effective across the swarm,
but when malicious receivers actively flip decisions (Scenario
1.1), detection stays strong only while honest receivers still
dominate. Detection will collapse sharply once the malicious
fraction becomes large enough to bias the aggregated
outcome. In the intelligent attack setting (Fig. 7b), adding
juries provides stronger verification and can keep detection
near-perfect when juries are mostly honest (Scenario 2.4), but
performance degrades as jury corruption increases, jury lying
typically causes a more gradual decline because it makes
verification biased rather than always inverted.

b: False Negative Rate

The false negative rate is the inverse of the detection rate
and presented as follows [36]: False Negative Rate (%) =
#f:’TP. Note that whenever detection remains high, FNR
stays near zero, and when detection collapses, FNR rises
accordingly. Figure 8 shows the false negative rate obtained
from our simulation. In the Random attack setting (Fig. 8a),

Scenario 1.2 (the receiver behaves benignly) keeps the false
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TABLE 2: Attack scenarios and adversary capabilities.

Adversary class (Target) [ Scenario [ Receiver is falsifying [ Jury is falsifying

Random (Weak) 1.1 v N/A
Random (Weak) 1.2 X N/A
Intelligent 2.1 4 X
Intelligent 2.2 v v
Intelligent 2.3 X v
Intelligent 2.4 X X
100 #—#—A#——R-F rPr P3NV ¥y 100 - -5 -84

80

Detection Rate (%)

- Intelligent 2.1
Intelligent 2.2
Intelligent 2.3
Intelligent 2.4

10 20 30 40 50 60 70
Number of Malicious UAVs (%)

(a)

801

601

401

Detection Rate (%)

204

—8— Random 1.1

04 —#- Random 1.2

10 20 30 40 50 60 70
Number of Malicious UAVs (%)

(b)

FIGURE 7: Detection Rate (DR) of GRIFFIN under Random vs. intelligent adversaries. (a) Intelligent attacks (Scenarios
2.1-2.4), where benign UAVs execute the full GRIFFIN pipeline (RSSI-geometry consistency plus jury verification) and
adversaries may additionally influence jury behavior. (b) Random attacks (Scenarios 1.1-1.2), where receivers may falsify their
reports but benign UAVs perform RSSI-only consistency checks. GRIFFIN sustains near-perfect detection when the decision
contributors remain predominantly honest, while detection degrades sharply once adversarial receivers and/or juries become

sufficiently prevalent to bias majority decisions.

negative rate low, because the RSSI-distance consistency
test repeatedly flags malicious targets in a predictable
way. Scenario 1.1 is different: once a malicious receiver
starts falsifying its reports, it keeps inverting the decisions
protecting the malicious targets and blaming the benign
ones, thus, as the malicious fraction increases, FNR rises.
In the Intelligent attack setting (Fig. 8b, this effect is
even stronger. When receivers falsify (e.g., 2.1/2.2), their
false updates make missed detections appear earlier as the
number of attackers increases. When receivers do not falsify
(e.g., 2.3/2.4), FNR stays lower for longer, because the full
GRIFFIN screening keeps producing consistent evidence
against malicious targets.

c: False Positive Rate

False positive rates tell us how many legitimate UAVs are
marked as malicious. We define the the false positive rate
as follows [36]: False Positive Rate (%) = zpizy. In
the Random attack class (Fig. 9a), Scenario 1.2 (receiver
not falsifying) keeps the FPR essentially at 0% across
the entire experiment, which indicates that the RSSI-only
consistency test is conservative in the sense that it rarely

produces “false alarms” against benign UAVs. In contrast, in
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Scenario 1.1, FPR stays low at small malicious fractions, then
increases sharply (eventually reaching near 100% at higher
malicious fractions). This behavior is consistent with receiver
falsification act. as the number of compromised UAVs grows,
falsified negative updates against benign targets accumulate
faster than the swarm can correct them. In the Intelligent
attack class (Fig. 9b). Scenarios 2.2 and 2.3 show high false
positives even with few attackers, it is because of the lying
juries. In Scenario 2.1, this effect is delayed: false positives
stay low at first, then rise sharply as the number of malicious
UAVs become more influential. Finally, Scenario 2.4 stays
close to 0% FPR, reflecting the best-case setting where the
detection process remain trustworthy, preventing systematic
mislabeling of benign nodes.

Summary of the findings: Overall, GRIFFIN ’s behavior
is strongly driven by who is allowed to influence the
trust update. When receivers behave honestly, the system
maintains a high detection rate, which directly translates to
low FNR, because the swarm keeps accumulating consistent
negative evidence against truly malicious targets. In contrast,
whenever receiver falsification is enabled, detection rate
drops earlier and more sharply as the malicious fraction
increases, and FNR rises correspondingly. On the false
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FIGURE 8: False Negative Rate (FNR) of GRIFFIN under Random ((b) ) vs. intelligent ((a) ) adversaries. The figure reports
the fraction of malicious UAVs that remain undetected (i.e., labeled benign) as the malicious population increases.
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FIGURE 9: False Positive Rate (FPR) of GRIFFIN under Random ((b) ) vs. intelligent ((a) ) adversaries. The plots show how
often benign UAVs are incorrectly flagged as malicious as the malicious fraction increases. Scenarios that rely on compromised
reports (malicious receivers and/or strategically falsifying juries) exhibit a rapid rise in FPR—often saturating near 100% once
adversarial influence becomes dominant—whereas scenarios with honest reporting remain close to 0% across the sweep

positive side. Scenarios where adversaries (receiver and/or
juries) can strategically bias the decision tend to increase
FPR, because benign UAVs start receiving repeated negative
trust updates despite being legitimate. The strongest and most
stable operating region is when honest behavior dominates
the voting process: you simultaneously see high detection
(high TPR), low missed detections (low FNR), and low false
alarms (low FPR). As the malicious fraction approaches
or exceeds the point where adversarial influence becomes
comparable to honest influence, the curves show either the
system becomes more conservative (lower FPR but higher
FNR) or more aggressive (higher TPR but higher FPR),
depending on which attack capabilities are enabled in that
scenario.
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B. OVERHEAD ANALYSIS ON A REAL UAV

To evaluate the efficacy and overhead of GRIFFIN on a
real system, we deploy GRIFFIN on an off-the-shelf drone
platform built in our lab. Our UAV prototype (see Fig. 10)
is developed using Raspberry Pi (Pi) 4 model B [12] and
Navio 2 autopilot hat [13]. The RPi is equipped with a quad
core Cortex-A72 (ARM v8) processor and 4GB RAM. We
performed a hardware-in-the-loop case study with 100 UAVs
where 99 virtual UAVs (simulated) as targets and GRIFFIN
runs on one real UAV (i.e., our RPi+Navio-based drone
testbed).

We consider the following entities as our performance
evaluation metrics: (a) execution time overhead, (b) memory
overhead, and (¢) CPU utilization. We measure the

11
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FIGURE 10: Raspberry Pi and Navio-based UAV testbed
used in our experiments.

execution time using time() function in Python [37] .
The memory and CPU utilization is measured by using
the memory-profiler [38] and psutils [39] libraries,
respectively. From our experiment we find that, on average,
GRIFFIN consumes less than 1 MB of memory and less than
1% of CPU usage. Further, the average execution time of
GRIFFIN is 2.5 ms. We expect the overheads of GRIFFIN
could be acceptable as this extra runtime computations and
resource usage (in addition to vanilla operations) result in
better security.

VII. DISCUSSION

Our reported results are based on a controlled RSST model
and should be interpreted in light of this assumption. In real
UAV-to-UAV communication, RSSI may vary significantly
due to multipath propagation, fading, interference, and
antenna orientation, which can affect the stability of
RSSI-derived distance estimates. As part of our future work,
we are extending GRIFFIN to operate under higher-noise
propagation settings and evaluating adaptive thresholding
mechanisms that remain robust under more realistic RSSI
fluctuations. Moreover, the adaptive threshold will take into
account other factors such as GPS noise and motion-induced
error.

Our experiments show that GRIFFIN works best when the
majority of nodes are legitimate. One way to further improve
the detection rate is to implement a model that tracks the
history of each UAV and predicts whether the UAV will
be malicious or legitimate in future time slots. The model
output can serve as an additional input to our majority voting
protocol.

GRIFFIN assumes that all UAVs in the flock must be
within communication range. This is a realistic assumption
since the nodes need to coordinate and exchange network
packets for carrying out the mission objective. However, in
many cases (e.g., space exploration or reconnaissance for a
large geographic region) the UAVs may not be within the
transmission range. In such cases, GRIFFIN can be extended
to use “relay UAVs” that can coordinate across swarms.
However, ensuring the integrity and trust of relay nodes
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requires further research.

In the threat model, we assumed that adversaries cannot
manipulate the transmit power to change the RSSI values.
However, this could be a limitation if a sophisticated attacker
can adjust transmit power to produce RSSI values consistent
with a fake position. As part of future work, we plan to
investigate countermeasures such as monitoring anomalous
transmit-power levels and using multiple receivers to detect
inconsistent RSSI patterns or suspicious power claims.

In this work, we focus on detecting false position reports.
Other parameters include system status, rule specifications,
and resource usage that can be fed on top of GRIFFIN to
design a generic, multi-objective intrusion detection model.
GRIFFIN does not consider the after-effect of detecting
an intrusion. Possible actions (after identifying a malicious
UAV) include forcing the misbehaving UAVs to return
to base or ignoring the communication from (potential)
malicious UAVs throughout the mission. However, such
schemes require end-to-end coordination and control over
UAVs, even after they are compromised or begin to
misbehave. Our future work will extend GRIFFIN and design
a joint misbehavior detection and response mechanism.

VIIl. CONCLUSION

This paper presents a distributed, lightweight misbehavior
detection framework for UAV swarms that can detect mali-
cious UAVs, at runtime, without requiring any sophisticated
hardware. Our formal guarantees on the number of “trusted”
nodes further help the engineers to carefully design their
mission objectives. To the best of our knowledge, GRIFFIN
is one of the earliest efforts that shows that it is feasible
to detect misbehaving UAVs in a distributed manner, with
high efficacy, using only readily available information such
as GPS coordinates and RSSI measurements.
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